Suppressing temporal data in sensor networks
using a scheme robust to aberrant readings
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Abstract—The main goal of a data collection protocol for sensetworks is to keep the network’s
database updated while saving the nodes’ energy as asigiossible. To achieve this goal without
continuous reporting, data suppression is a key strafégybasic idea behind data suppression schemes is
to send data to the base station only when the hasledings are different from what both nodes anebas
station expect. Data suppression schemes can be semsitaleerrant readings, since these outlying
observations mean a change in the expected behaviahdoreadings sequence. Transmitting these
erroneous readings is a waste of energy. In this pamepresent a temporal suppression scheme that is
robust to aberrant readings. We propose to use a techwigietect outliers from a time series. Since
outliers can suggest a distribution change-point orbenrant reading, our proposal classifies the detected
outliers as aberrant readings or change-points uspastamonitoring window. This idea is the basis for a
temporal suppression scheme named TS-SOURNnporal Suppression by Statistical OUtlier Notice
and Detection TS-SOUND detects outliers in the sequence of seesalings and sends data to the base
station only when a change-point is detected. ThezefTS-SOUND filters aberrant readings and, even
when this filter fails, TS-SOUND does not send diegiated reading to the base station. Experiments with
real and simulated data have shown that TS-SOUNENngelis more robust to aberrant readings than other
temporal suppression schemes proposed in the literatahge{vased temporal suppression, PAQ and
exponential regression). Furthermore, TS-SOUND hassgppression rates comparable or greater than
the rates of the cited schemes, in addition toikgeihe prediction errors at acceptable levels.
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1. Introduction

Sensor networks are a powerful instrument for datactiolie especially for applications like
habitat and environmental monitoring. These applicatioften require continuous updates of the
database at the network’s root. However, sending cantinteports would quickly run out the limited
energy of the nodes. A solution for continuous updatitoart continuous reporting is to use data
suppression [1].

To define a data suppression scheme, nodes and btsa bBave to agree on an expected
behavior for the nodes’ readings. Thus, if nodes’ nggdit to the expected behavior, nodes suppress
these data. Otherwise, when their sensed valuestdi to the expected behavior, nodes send reports
to the base station. These reports are used to prel&tippressed data.

Suppression schemes are an alternative to improvedhgvity of a sensor network, which is
defined as the ability of a network to react to itsrermment providing only relevant data [2]. Instead
of changing the sampling rates according to the sahvyallues and sending all collect data to the base
station as in [2], a suppression scheme collectsusatg a constant rate. However, it only sends data
if they represent a deviation from the behavior agbgatbdes and base station.

Model-driven data suppression [3] defines the meammadde’s observations as their expected
behavior and models this mean using temporal or sgatipeiral correlations.

A temporal data suppression scheme uses the correlationg the readings of a same node to
build the expected behavior for the nodes’ readinfysA4patio-temporal suppression scheme also
considers the correlation among the observations of meiggmodes [1].

Usually, suppression schemes define an absoluteneeasure to evaluate the deviation between
sensed data and their expected behavior. This prediata collection schemes that are sensitive to
aberrant readings. These outlying values can berabdt of a temporarily malfunctioning of a
particular sensor or due to some intervention on theogmeent on which the network is operating

and it does not have any relation with the monitoredhlas. Sometimes, aberrant readings can be the



result of an expected change in the sensed valoesngtance, solar radiation measurements often
suffer the effect of temporary clouds. In this casesdaiction in the radiation values is expected and,
perhaps, non-interesting to the network user.

Sensors measuring environmental variables can predebesrroneous or nonsense readings [5-
10], particularly in outdoor applications [11, 12]. monitoring networks with low energy constrains,
such as the regular weather stations, the nodesnitamsrecord the aberrant readings, which are
identified and deleted in the base station. Howdwoeg sensor network, transmitting nonsense values
means to waste valuable resources.

In this paper, we propose a temporal suppression s¢hatme robust to aberrant readings. Our
proposal is based on the detection of outliers and pbsierior classification into change-points or
aberrant readings. We consider the sequence of aligeted by a node as observations of a temporal
process. The probabilistic distribution of this procatsgach time period is used to infer about the
expected behavior of the observations. An outlier slaervation that presents a small probability to
belong to the distribution at the current time periéah outlier reading may suggest a change in the
expected value for the time series or it may be anatftt reading.

To detect outliers from a time series, we have adapeegroposal in [13]. We have inserted
our version as part of a suppression scheme for daggt@oll in sensor networks, the TS-SOUND
scheme Temporal Suppression by Statistical OUtlier Notaoed Detectiop After detecting an
outlier, TS-SOUND classifies it into a change-pointaaraberrant reading. In the former case, the
node sends data to the base station. Otherwise, thesnpgresses its data.

We have designed TS-SOUND for applications that arénterested in aberrant readings, since
they represent a failure in data sensing or progeddsually, these erroneous measurements occur at
random, isolated or clustered. If they remain, thismasemalfunctioning and suggests a non reliable
node.

TS-SOUND scheme adopts a procedure to avoid detectigdpexrant reading as a change-

point. Furthermore, even if this misdetection occu&,SODUND does not send the aberrant reading



to the base station.

In this paper, we claim and demonstrate that our pempssheme for temporal suppression data
is robust to aberrant readings. Furthermore, congipirntrade-off between energy consumption and
data quality, TS-SOUND has outperformed the modekbagppression schemes we have considered
in this paper (PAQ [4] and exponential regression4hfl also the simplest data suppression scheme,
VB scheme [1]. The prediction error measures thetguadithe data sent to the base station. Since the
data transmission is the most important energy consuveeuse the suppression rates as a proxy for
the energy consumption. To evaluate TS-SOUND schemdawe run evaluation experiments with
real and simulated data.

The remainder of this paper is organized as followstid®e2 presents a TS-SOUND overview.
In section 3, we describe the related work and tm@drvork for suppression schemes proposed in
[1]. Section 4 describes SDAR algorithm [13], whidowa$ for the on-line estimation of time series
parameters. In addition, it describes the procedyrE3] to detect outliers, how we have adapted it to
be part of our proposed suppression scheme and how T8{3@ehls with classifying the outliers
into change-points or aberrant readings. In sectiovefresent TS-SOUND protocol and frame it as
a suppression scheme according to the proposal in [dfjos€é describes the evaluation experiments
and section 7 presents their results using realsandlated data. Finally, section 8 discusses the

experiments results and section 9 presents some fiitections.

2. TS-SOUND overview

Techniques for outlier detection have been proposednmmuinities as Statistical Process
Control (for example [14, 15]), Data Mining, Databasel Machine Learning (for example [13, 16-
18)).

In Statistical Process Control (SPC), for instancegtia is to monitor a process initially “in-

control” and raise an alarm when this process is cemegidto be “out-of-control” as soon as possible.



Often, the “in-control” state of the process is a pneeé condition: nominal values for the monitored
parameters and their tolerance bounds. To raiseaitme, @PC uses procedures to detect outliers.

For TS-SOUND, the “in-control” state is the probalidististribution of the monitored variable
at the last time period. If the process is “in-coftdoring a time interval, the sensor readings follow
the same probabilistic distribution along this interaad different values are caused by random
fluctuation around an expected value. Then, we capress these readings. We consider the process
is “out-of-control’ if the expected value of this dibtriion changes. After the change, a new “in-
control” state is defined. The change’s relevaneyiser-defined parameter.

As in the SPC techniques, TS-SOUND uses the oatliemrrence to infer if the process is “out-
of-control’. To detect outliers, TS-SOUND adapts tlobneue in [13], which has been proposed to
detect outliers from a time series. TS-SOUND emplayslgorithm that considers the temporal
dependence of the time series to update the paranmdtéine probability distribution at each new
sensor reading (on-line estimation). This algorithroaled SDAR $equentially Discounting Auto-
Regressive [13]. SDAR combines the last parameters’ updatiéls the new sensor reading to
produce the new parameters’ updates. SDAR uses@udigg factor to control the weight of the
new sensor data in the updates’ values. The outiersdetected as deviations from the data
distribution.

In a time series, an outlier can suggest a disivibehange-point or an aberrant reading. We can
distinguish a change-point from an aberrant readlimge icompare the time series values before and
after the outlier, examining, for instance, the tgseges plot (Figure 1). The aberrant points appear a
the “peaks” or “spikes” of the time series plot. Timeetseries has similar behaviors before and after
the occurrence of aberrant readings. On the other hiada change-point, the time series changes its
behavior. Then, a data suppression scheme must updatiatabase at the base station only when

change-points occur.
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FIGURE 1. Outliers in a wind speed time series (Sourcaveather station of the University
of Washington, USA, October 2006. We have inserted the aberrantadings to produce
this figure).

To distinguish change-points from aberrant readingsSOUND opens a post-monitoring
window whenever it detects an outlier. During thisetiinterval, the node keeps collecting data and
updating the estimated distribution parametershétend of this time window, TS-SOUND compares
the collected values with the distribution before after the detected outlier. This outlier is classifie
as a change-point if the post-monitoring data are cenesldo be: 1) discrepant readings in relation to
the distributiorbeforethe outlier; 2) non discrepant readings in relatiodistributionafter the outlier.

If TS-SOUND classifies the detected outlier as angbgooint, it summarizes the data collected during
the post-monitoring and sends the result to the baserst

We have adopted a post-monitoring window for two reasgngo doe able to distinguish
change-points from aberrant readings. It avoids sgritde latter ones to the base station; b) to allow

for capturing the value of the new expected behaktough the summary of the collected values.



The base station uses the last sent data as aateskimthe node’s readings until it receives a
message with new data. Thus, for each node in theorietthe base station stores a sequence of
summaries and uses this time series as an esfondte real node’s time series. Section 5 describes

TS-SOUND suppression scheme in detail.

3. Related Work

In this section, we describe the work related to oop@sal considering two distinct topics: data

suppression schemes for sensor networks and outliegidetin sensor networks.

Section 3.1 describes some proposals for temporal dagteession schemes and relates them to
our proposal. In section 3.2, we describe a proposalaajdramework for data suppression schemes
[1]. This framework makes easier the comparisons amatagsuppression schemes. We use proposal

in [1] to frame TS-SOUND as a data suppression seliesection 5.4.

Since TS-SOUND uses outliers detection as the basissfsuppression scheme, section 3.3

provides a brief review of previous works on detectintjars in a sensor network.

3.1- Temporal Data Suppression Schemes

Recently, some protocols for data suppression in sensaorke have proposed to use
statistical models to predict the nodes’ data at #ise lstation reducing the amount of communication
inside the network. This approach to data suppresstalled model-driven [3].

The main idea in [3] is to keep synchronized two pritiskid models: one at base station and
other at the nodes. The model parameters are estimatddarning phase. Based on these identical
models, nodes and base station make the same predatidhe data to be collected. Then, the node
collects the actual data and compares them to itscpoed If the difference between the real and

predicted values is greater than a user-definedl baund, the node sends its data to the base station.



Otherwise, the node suppresses the collected data.

A similar idea appears in [4]. The PAQ protocol makeslictions based on a time series model,
the third-order autoregressive model, AR(3). Givama period, the predicted value ins written as
a linear combination of the last three observations &ef6tAQ uses two predefined error bounds to
monitor the prediction error, defined as the absolutereince between the real and the predicted
value. When the prediction error is greater tharPAQ considers the observation as an outlier and
sends it to the base station. If the prediction eg@maller than but it is greater than ( < ),
PAQ opens a monitoring window. During the nexhd\time periods, the node goes on collecting
data, predicting their values and monitoring outlisending these last ones to base station. At the end
of monitoring window, PAQ counts how many observations hadeprediction errors greater than
or greater than but smaller than . If this sum is greater than a thresheih Apraq), PAQ decides
to relearn the four model parameters. Then, PAQ edé=itheir new values and sends them to the
base station. A variation of PAQ, called in [1] aganential regression (EXP), uses the observation in
the time periodt{l) in a simple linear regression to predict the olagiem int. Thus, EXP has to

estimate two model parameters.

It is worth to mention that, differently from TS-SOUNBeither PAQ nor EXP distinguishes a
change-point from an aberrant reading. Once theyctdete outlier reading, the node sends the

observation to the base station, even if it is an atenr

3.2— A Framework for Data Suppression Schemes

According to Silberstein et al. [1], the nodes in tietwork are classified intapdatersand
observersA suppression linklescribes the suppression/reporting relationshipdagtan updater and
its observer. The set of suppression links withirsthesor network definessappression scheme

In a simple suppression scheme, all the network rar@espdaters. These updaters collect data
and decide to send them (or not) to the observer nodd) islthe base station. To produce a report

to its observer, the updater usesanoding functiorfi.,o, To decode the updater report, the observer



uses alecoding function

The vector X represents the data of the updater node at timedpegnd the vectorX,

represents the data as calculated by the observer atosame time period. The suppression link
maintains Xand )A(t synchronized by evaluating a functigix, )A(t). The functiorg returns the logical

TRUE value ifX; is within a user-defined error tolerancg ¢f X..
In Value-Based (VB) suppression scheme, for instaheegncoding and decoding functions are

defined by (1) and (2), respectively,

X - %, if |[%- X|>éae

fenc =

Ny otherwise (1)
o _ Xenth o if X Xe
T e, if R 0

wherex; is a component of the vector, X is the last time the updater sends a message observer

and the symbof* represents data suppression. The vajue what the observer knows about its
updater at time period If the relative difference between the currerdaipr value; andXy, theg
function, is greater than error boungd, the updater produces a reprX-X and sends it to the
observer node. Otherwise, no message is gent)( The observer computes its valiie by adding

the received report to its old valuee.: . If the updater does not send a message, the obapdaies
X. by repeating the old value.

PAQ and exponential regression have also been frasd@enaporal suppression schemes.
Although PAQ also has a proposal for spatio-temporal sappn [4], we just consider its temporal
version in this paper. The expressions in (3) andd@joduce the encoding functions of PAQ and
EXP, respectively,

ai.,b,g i if (modelRelearn )

fenc= X if Qutlier ) , (3)
N otherwise



ai, by if (modelRelearn )
fenc = X% if ¢utlier ) _ (4)
n otherwise

In (3), Qt, b, & and hy are the coefficients of the AR(3) model adopted by R&kkEme and, in

4), a: and & are the coefficients of the simple linear regressiodehadopted by EXP scheme. The

functionsmodelRelearn  andoutlier  enclose thg function of PAQ and EXP schemes. As in VB
scheme, it also evaluates the error between regradated values.

We classify our TS-SOUND proposal as a model-drivencagah for temporal suppression [1].
TS-SOUND models the mean of the monitored variableuged it to decide if an observation is an
outlier of the current data distribution. However, thedel runs only at the nodes, not at the base
station, being not necessary to keep synchronized masleisthe other model-driven proposals. We

frame TS-SOUND approach as a temporal suppressiomscdheection 5.4.

3.3— Outliers detection in a sensor network

Recently, the problem of detecting outliers in a senstwork has gained importance [5] and
generated works such as [6-10]. The proposal in [Gjoves outlier readings from the data
aggregation. Differently from TS-SOUND, the proposa[Gh makes the outliers available to the
monitoring application. In [7], the authors detect etdlwithin a sliding window that holds the last W
values of the sensor data. To estimate the datddigin, they use nonparametric models. As in [6],
they report the outlier readings to the base statimweder, this is done through a hierarchical
structure, using the union of the outliers coming frouttipte sensors. The authors in [8] propose a
generic distributed algorithm that accommodates manparametric methods to detect outliers such
as “distance to thi" nearest neighbor” and “average distance tthearest neighbors”. Nodes use
one of these techniques to find out their local outhexs exchange information about them with their
neighboring nodes to find out global outliers. In [9)e thuthors propose to use kernel density
estimators to approximate the data distribution at eankor node. As SDAR algorithm in [13], the

kernel density estimation allows for adjusting itselthe input data distribution, as this distribution

10



changes overtime. The proposal in [9] assumes a heteogs sensor network, in which few sensor
nodes are more powerful than the other sensors in thenke The detection of outliers is performed
by these empowered nodes, which combine the modeloadtwore sensor nodes in this task. The
authors discuss the trade-off among data accuracyhanuai updates and the size of estimation
models in some application scenarios. However, they dprowgide evaluation experiments to show
how this would work on real data. In [10], the authaoppse to identify local outliers using temporal
and spatial autocorrelations among nodes’ values. Wsntdistance” between its current value and
its past values, a node is able to identify a polditeiaporal) outlier comparing the “distance” with a
learned distance threshold. If a potential outlieteigected, the node uses the distance threshold of its
neighbors to finally classify its current value asoatlier (or not). The “distance” measurement can be
done using several types of functions. The authdi®]ralso propose to classify the detected outliers
into error or events, which could be equivalent to wiatcall aberrant readings and change-points,
respectively. If a node observes an outlier due tovantethe authors argue that the most of node’s
neighborhood should also detect outliers, since the wélneighboring nodes are spatially correlated.
Then, summarizing the idea in [10], if a node diassits current value as an outlier and most of its
neighboring nodes also classify their current valgesutliers, the node’s value is considered to be an
event.

Differently from the proposals described above, our prposdetect outliers does not require
communication among sensor nodes, since we have trealiedhe temporal aspect of the data
suppression in this paper. Moreover, except by theogebdpn [10], the described proposal are not
concerned in classifying the detected outlier intarabé readings or change-points. However, some
described proposals can be an interesting basis fittu@ spatio-temporal version of TS-SOUND
scheme.

An extensive survey of outliers detection technigoesénsor networks is not our aim. For a

comprehensive overview on this subject, we refer tovth& in [5].
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4. Detecting outliers from a time series

In this section, we present the procedure in [13]di@a outliers from a time series and our
proposal for adapting it to the constrained environmeatseinsor network.

We consider the sequence of the data sensed byoa seds, {X, t=1,2,3...} , as a time series.

The autoregressive (AR) model is the simplest modetpoesent the statistical behavior of a
time series. In ARY), the autoregressive model of orélethe observation at tinigX;, is written as a
combination of the ladt past observations as following

Xe=m+ A(Xei- m)+ H(Xe - M .+ k(X M &, k=1,2,3,...1-1 (5)
where [ is the mean of X « is the autocorrelation of ord&rand ; is a noise term following a

Gaussian distribution with zero mean and variasge
If k=1, for example, we have the AR(1) model and trebability density function of X

given X, is

1 1 Xo-w
PR )= e g T ©

where wt = pt + 7! (X._, - H)is the prediction for Xusing the AR(1) model/! =C!/C} is
the autocorrelation between Znd X, (st)2 =C! - rICt, C! is the variance of X C! is the

covariance betweenand X, and ¢' :(ut, rls t) is the parameters vector. In other words,
2

[X{Xc1] follows the Gaussian distribution with mea# and variancgst)

If k>1, the parameters’ updating in SDAR algorithm Imge matrices. Then, to simplify the
calculations in the sensor nodes, we have adopedR(1) model. From now on, we use this

model to present the approach in [13].

4.1 — The Yamanishi and Takeuchi’'s proposal to detect outliers

Yamanishi and Takeuchi [13] adopted the AR modetpresent the time series.

12



To estimate the parametersgh and, as a result, the value fm( X | Xt_l;qt) , the authors

in [13] proposed th&equentially Discounting AESDAR) algorithm. The goal of SDAR is to learn
of the AR model and provide tlm®-line estimation ofy, which is updated at each new observation
Xi. A discounting factor rcontrols the weight given to the new observatigimXhe estimation
of .

SDAR has two main steps: initialization and parargupdating. In the first step, SDAR
setsp®,C2, Cr Y ands °, which are the initial values fou',C}, Ci 7} ands ', respectively. The
initial values foru', C\ andC! can be defined by the user or calculated usingraiteg sample.

The second step of SDAR is parameters updatingagh timet, the node collects a new

observation Xand, for a given value of 0 r 1, the parameters are updated as following:

m=a-nm+rx, (7)

E=0-0¢ +1 (X M(X.; 1) i=0L ®)

7 C// ' (©)
o

W=P (X M)+ (10)

(§t)2:(1— r)(s”'l)2+r(xt-\f\,t)2 . (11)

The discounting factar enables SDAR to deal with nonstationary time serie

Since SDAR updates the parameters at eachttithgroduces a sequence of probability
densities fr, t=1,2,3...}, wheregy, is the probability density function in (6) spesfiby the parameters
updated by the SDAR algorithm at titne

To detect outliers, the authors in [13] have predds evaluate each observationuging the

sequenceft, t=1,2,3...} and the score function

13



1 2
scor X)=- In[ pi( X)]= %, X‘St—vf - In ﬁ (12)
Intuitively, this score measures how large the @ity density functiorp, has moved frorp.;

after learning from X A high value forscordg X)indicates Xis an outlier with a high probability.

To detect change-points, the authors in [13] hawpgsed to use the average ofthe T, T > 1,

last values ofcorg X) to construct a time series. ¥DAR algorithm is applied on; Yo construct a
sequence of probability densitigsand scord Y) = - In[ a4 M] is calculated. Then, they define a

functionScord ), which the average of the T’ last valuesaird Y), T>1, and usescorg Y)to
detect change-points in the time series.
It is worth to note there are many calculationslved in Yamanishi and Takeuchi's proposal

[13]. Moreover, they have not made clear how tondjgish aberrant readings from change-points.

4.2 — The outlier detection in the TS-SOUND scheme

TS-SOUND scheme uses the detection of outliersetidd whether a node must suppress its
data or it must not. If an outlier is detected,ribde opens a post-monitoring window to decidesf t
outlier is a change-point or an aberrant readingheé first case, the node sends data to the base
station.

The authors in [13] did not considered power litiotas in the calculations. Therefore, using a
logarithm operator irscord X)was not a concern. However, in the constrained@mwvient of a
sensor node, using the logarithm function can &@sty operation. Then, to meet the requirements of
a scheme for data collection in sensor networkshawe simplified the definition ofcord X) by

evaluating the distance betweenaxdw ™ using the function

_1‘

Xt~
SO.1( %) :T , (13)

14



where §t represents the estimate for the standard deviatiin

Note that SO_;( %)is the absolute value of a normalized score. In, fa@ can see
SD.1( %) as part of the G statistiproposed in [19] to detect outliers in a statitaset. As the
original scor€ X) in (12), SO_,( %) evaluates how far s fromw™, which is the prediction for X
using the AR(1) model ikl. Then, a high value fo8D_;( %) also indicates Xis an outlier of the
distribution in t-1 with a high probability.

As in [13], we evaluate th&D_,( %) function over a time window composed by the T past

time periods, where T 1. However, instead of using a T-averaged seaeimplify the calculations

and use the sum of the T past valueSDf ;( %) . Then, at each time peribdve calculate the score

Z: as
t to|Xi- W
Z = SD..( %) = —T (14)
i=t-T+1 i=t-T+1 S
The expression for (Zcompares the values of {X=t-T+1, ..., t} with w?, which is the

predicted value for them if they come from fheélistribution int=i-1. Large differences indicate the
values of {X, i=t-T+1, ...,t} have a small probability to belong to tpelistribution int=i-1. The sum
over the T past time periods in &@lows for capturing smooth changes in the avedgie time
series.

If the value of Zis greater than a pre-defined threshold,isXconsidered to be an outlier.
However, X can be an aberrant reading or a change-pointegidelthis, TS-SOUND scheme opens

a post-monitoring window.

! The G statistics is defined as the maximum offeolute value of the normalized scores of obsengin a static dataset.
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4.2.1 — The threshold for Z

Besides simplifying the calculations af fhe scoring functiorsD._, ( %) makes the definition of

a threshold foz; more intuitive than choosing a threshold to thgimal ScorgX;) in [13]. We have

used the theory of statistical significance te2§ {o help us with this choice.

At each time periodl, we can see the classification qfas an outlier of thp distribution in t-1
as a significance test of the following hypothesis

Ho: the expected value for, W™ (X isnot an outlier) versus

H,: the expected value for, ¥ notw™ (X, is an outlier).

> 7 », Where

At a significance level of, 0 < < 1, the null hypothesisHs rejected iﬂZfest

Xo- Wt : : . :
Zis :}T Is a normalized score and, s the percentile 100(12) of the standard Gaussian

distribution (average and standard deviation etud and 1, respectively). Here, we assume the
At-1
estimates fon/’andS  carry enough information from the past data to exiprate the distribution

of Zet by a standard Gaussian distribution.

, I=t-T+1, ...,t, one can use the Gaussian model with averagesequal

Since Zis the sum of‘Ztiest

to zero and standard deviation equals/ﬁ_bto guidethe choice of the values f@f , the threshold for

Z:. For instance, if T = 2 and the significance levet (0.20, 0.10, 0.05, 0.025, 0.01), the values for
z7 would be 1.81, 2.32, 2.77, 3.17 and 3.64, resmiytiThese are the values of the percentiles
100(1- /2) of a Gaussian distribution with mean and stahd#eviation equal to O ani®

respectively.

The value ofZz7 depends on two user-defined parameters: the sitkeofisk of making a

mistake when the scheme classifieaXan outlier () and how much of the past observations should

be considered in this classification (T). For &dixvalue of T, the smaller the value ¢fthe more

16



rigorous the criterion to considek s an outlier of the distribution #i. Then, decreasing the value
of increases the value &f and, as a result, the data suppression rate sesrea

For a fixed value of, the greater the value of T is, the greater theyde detect an outlier. On
the other hand, increasing the value of T allows#pturing smooth changes in the expected value fo
the time series. The relevance of the changeiseadefined parameter and also has to do with the
value for : if is large, the scheme will be able to detect sthalhges, since the outlier alarm will rise
more often.

In our experiments, we have evaluated the valueg0.25, 0.20, 0.15, 0.10, 0.05, 0.025, 0.01)

and T = (2, 4, 6, 8, 10). We discuss these valsiag a simple case study in section 7.1.

4.2.2 — Detecting change-points

After detecting an outlier at time perigdl S-SOUND has to classify it as a change-poiraror
aberrant reading. To make this decision, the haddo study the time series behavior before aad af
t. Then, if TS-SOUND detects an outlier, it opermoat-monitoring window of size T. Frothl to
t+T, the node collects data and updates the ARfAmters. At the end of post-monitoring window,
the node compares the T observations collectedglthve time window with thp distributionbefore
andafterthe detected outlier.

As we discussed at section 2, the outlier detettéithe period is considered to be a change-
point if the observations within the monitoring daw are considered to be outliers of fhe
distribution beforet and non-outliers of thp distributionafter t In Figure 1, we can visualize the

reason for this rule.

To make the “before-comparison”, we use the funcifi; defined as following

o X - WoB T

B —
Zer = G (15)
i=t+1
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Note thatZ’; uses the estimates for the AR(1) parameters ofdérieds front-T tot-1, that is, the
last T estimatekeforethe detected outlier.

The “after-comparison” is made using the functigffy; defined as

A t+T ‘Xi - V\}‘
it = . (16)
i=t+1 S

The expression foZ/,; uses the estimates for the AR(1) parameters atdclivhen the outlier was

detected, at time peridad

Then, X is considered to be a change-poirifr 27 andZ{it  Zt. ,where 0< 1. If

c < 1, the rigor to consider the observations aftexy outliers is greater than the rigor used toctiede
the outlier int. Actually, we propose to keep the same rigor ferethe “before-comparisoncel)
and increase the rigor for the “after-comparisan(y(c=0.05 orc=0.10). This strategy takes into

account the values produced immediately after agehaoint are possibly accommodating themselves

around the new expected value. This can produceesdor Z{ir larger than they should be if a
longer time period had been observed. This woald te the wrong classification of a change-point as
an aberrant reading. Then, increasing the rigdinen‘after-comparison” decreases the probability of
making this mistake. In other words, the smallenislue o, the smaller the probability of mistaking

a change-point for an aberrant reading. In ouatiah experiments, we have eef0.75, 0.50, 0.25,

0.10, 0.05, 0.01) in the threshold f8f+1 . In most of the experiments, the vatz®.05 has got the
best results.

If the detected outlier is considered to be a obgrant, the node updates the database at the
base station sending a summary of the observat@ested during the post-monitoring window. We
have adopted the median to calculate this summsamge the median is more robust to aberrant
readings than the average, for instance. This propé the median can be especially useful if TS-
SOUND mistakes the beginning of sequence of aliereadings for a change-point. In this case, the

node will send the summary to the base stationaassarily, which will degrade the suppression rate.
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However, the median will suffer less influence lidde erroneous readings, especially if the lenigth o
the monitoring window is larger than the size @& #berrant sequence. Then, at least the prediction
error at base station will be preserved.

It is worth to mention that the length of the poginitoring window (T) could be different from
the number of past observations used in SDAR paeasnestimation and ifi statistics. However, in
our additional experiments to evaluate this pd&gibi S-SOUND has got the best results when both

time windows have had the same length.
4.3 — Other proposals to detect outliers in a time series

There are other proposals for outliers detectiotime series (for example [7, 14, 16, 17, 19]
and those described in [18]). However, we haveiderel the proposal in [13] as the best one to be
adapted to a scheme of data suppression in segtsarks. The reasons for this choice have been the
following: a) the proposal in [13] considers theperal autocorrelation of sensor data by adopting a
times series model; b) it is adaptative to norstatly data sources; c) it allows for on-line ded@cbf

outliers and d) the calculations can be made simple

5. TS-SOUND scheme

The TS-SOUND scheme has two phases: learning amctam. In the learning phase, TS-

SOUND estimates the initial values for the SDARapaeters and the first two values for Z
5.1 - Learning phase

Before beginning its operation, the node colleetisas during a short time window, say, N

0
time periods. The values for the initial valu@s Cs-C: are calculated as following
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Nini Nini 0\2 Nini 0 0
= C—(ifin—) C(X INn)(i( n) (7

To calculate the first value for,Z2he node needs T additional observations. Thensize
of learning sample is Nm = Nini + T. Figure 2 presents the pseudo-code for thwritgn running

in the learning phase.

learning()
Input r, T, Nni o
A2l AT s A
Output initial values for SDAR parameters,J’Co’ C., /1§52 , and Z.
1) =1
2) every tstime unitswhile j Ny do
3) read X;;
4) enqueue X =X E X ;
5) =] +1 .

6) calculate OUTupper, OUT oWER.-
7) from j=1 to j=Nj; do

8) if ( OUT_ ower < XJ- < OUTUPPER) enqueue xnoOut: XnoOutE Xj .
0 0 0

9) calculate “Cy Co/?. ands 2" ysing X, oy

10) j =Npni+1

11) read X;;

12) enqueue X =X E X ;
13) send X;;

Ap oAl Al s ALl
14) calculate the SDAR parametersJ’Co’ Cl’rll ' 52 ;

15) j=j+L;
16) every tstime unitswhile | Nni + T do
17) read X;;
18) enqueue X =X EX ;

A2l Al s A
19) calculate and store  the SDAR parametersJ’Co’ Cl’rll S 2 ;
20) j =i+

21) calculate the first value o¥
A2l Al pi anl
22) return J’Co’ Cl’rll $?2 and Z:.
FIGURE 2 - Pseudo-code for the learning phase algorithm.
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Until completing N, observations, the node collects and stores datg gtene units, which is

the user set sampling rate (lines 1-5).

Discrepant values can affect the estimative forithial values. Then, the learning algorithm
fiters these outliers before calculating theahitialues. The outliers lIMit©UTypperand OUTower)
are calculated according to the rules for buildiogplots [21]. First, we calculatesand Bs, which
are the 28 and the 78percentiles of the observations, respectively. dlouate the percentiles, the
algorithm has to sort the data, which can be domiagithe values storage. The difference 1Qs(P
P,s) Is calledinterquartile range The upper and lower limits are definedoasTypper= (Ps+ 1.5 1Q)
andOUT ower= (Pss - 1.5 1Q). Values outside these limits are consdé¢o be outliers.

After removing the possible outliers (lines 7-8) talgorithm calculates the initial values for
SDAR parameters (line 9).

To update the initial values, the node samplesditiadal observations and sends the first of
them to the base station (line 10-13). The SDARridlgn updates its parameters according to the
expressions from (7) to (11) and stores the re@ukes 14-15). The node collects the remaining.(T-
values and runs the SDAR algorithm (lines 16-20enT the node calculates the first value for¢, Z
using the expression in (14).

The learning algorithm returns SDAR parametersthadirst value of Z

5.2 — The operation phase

After the learning phase, the node has all thenpetexs it needs to start the operation phase:
the user-set values, ( and T), the SDAR parameters and the first valu&fa = Ny, + T. Figures
3A and 3B presents the pseudo-code for TS-SOUNEatge phase and post-monitoring algorithm,
respectively.

The operation phase continues while the node’siyats a noncritical level of energy, which is

evaluated by the function
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_ |1, if the battery's level is noncritic

energy.OK = 0, otherwise (18)
TS-SOUND operation.phase()
A At At A AAt
Input rnT.czi,28%, “Cy Cpl1:82 | 7.
Output values sent to the base station
1) t=(Nin+T)+1; # timeunter
2) every tstimeunitswhile ( energy.OK =1) do
3) read X ;
4) enqueue X =X E x ;
5) keep thelast T values of ;
A At At A AAt
6) calculate and store  SDAR parameterst Cy Cl,r{ S 2 ;
A At At A At
7 keep the last (T+1) values of ‘Cy Cy/1:82
8) calculate Zi:
9) if (Z>2z7) do # if an outlier is detected...
10) run  monitoring.window() ; # ... it opens the monitoring window.
11) calculate  Z&7 and  Z/it ;
12) it Z%r Z7 and Zfiy Z7" do
13) calculate X =median[ X, X1 ;
14) send X.
15) else
A . ~j ~Aj A N~ ~ia At-1 At1l 21 oA t-1
16) do "Co Cofis? J={tA, T Co Clins®
17) t=t+1.
18) send ( X% , end.flag). # End of node’s operation

FIGURE 3A — Pseudo-code for the TS-SOUND operation phase algthnim

The node reads the sensed value, stores onlystiE $&nsed values (lines 3-5), runs the SDAR
algorithm and stores the T+1 last values of thiilolision parameters (lines 6-7), and calculttes
value of Z (line 8).

If the suppression scheme considers thdiaX a small probability to be generated by theentr
distribution (Z > Z7), TS-SOUND opens a monitoring window of size Tigd 9-10). During this

time interval (Figure 3B), the node collects dafzgates the SDAR parameters and keep their (2T+1)
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last values. After closing the monitoring windowwe tnode calculateZ’; and z/i+ (line 11) and

compares their values with their respective thidshne 12). If the outlier detected at time pdtiis
considered to be a change-point, the node summmdhizevalues collected inside the post-monitoring
window using the median and sends this summaryadase station (lines 13-14). Otherwise, since
the detected outlier is classified as an aberraatimg, the updates for the SDAR parameters
calculated during the monitoring window are replblog the updates &tl, the time period before the
occurrence of the detected outlier (lines 15-16jis procedure avoids the bad effect of aberrant

readings on the estimation of the distribution peters.

monitoring.window()
A At At A ALt
Input r, T, the last (T+1) values of 'Cy Cp/1:82 |
A At At A At
Output X, the last (2T+1) values of 'C, C,/1:5 2
1 i=1
2) every tstime unitswhile ( j<=T) do # monitoring window
3) t=t+j;
4) read X ;
5) enqueue X =X E x ;
6) keep thelast T values of ;
A At At A ALt
7) calculate andstore t’Co’ Cl,r{ S 2
A At At A At
8) keep the last (2T+1) values of 'C, Cp/182
9) j=j+1 .
A At At A At
10) return X and the last (2T+1) values of 'Cy Cp/1:82% .

FIGURE 3B — Pseudo-code for the post-monitoring window algorithm

When the node is running out of energydrgy.OK =0), the algorithm transmits the last
sensed value and an end flag.

Opening a time window after the outlier detectioinaduces a delay of T time periods in the
base station updating. However, we have three medasaadopt this post-monitoring window. First, it

allows for comparing the time series before andrathe detected outlier. Second, it allows for
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summarizing the values generated by the new distitb This summary estimates better the next data
to be suppressed than the value that was resgohgilhe alarm raising. Third, it avoids sendirg th
observation detected as an outlier to the bagerstaince TS-SOUND may mistake an aberrant point

for a change-point.
5.3 — Costs

At the end of the learning phase, the node storgyadlues. After that, at each time period
t, the node has to store the last T updates foS@&R parameters (5T values) and the last T

sensed values. Besides, the node has to storeudgeset parameters. Four of them are
permanentr( zZ,zr" and T). The size of the learning sampla,jNcan be deleted after the
learning phase, as well as the learning samplerin®@wa monitoring window, the node has to
store the last (2T +1) values of the SDAR pararsetiat is, 5(2T +1) values. Then, during the

operation phase, the node has to store (6 T+4) valutside the monitoring window and (10T+9)

values during the monitoring window.

TS-SOUND operation phase involves mainly simplecuations, as additions and

At | Aot
multiplications. The most costly operation is theare-root in the expressiéh ~yS$* .
The message sent to the base station containsheniyedian of the data collected during the

post-monitoring window.

5.4- TS-SOUND as a suppression scheme

In this section, we frame the TS-SOUND protocolsappression scheme according to
framework proposed in [1]. At each time peripdhe node collects data, xipdates the SDAR

parameters, calculatesahd evaluates the functidrfcn , defined as following

1 if Zz >z7
Zfen =
0, otherwise (19)
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As in PAQ and EXP schemegfcn evaluates the error between real and predictecsal
However, in TS-SOUND case, the calculations of gredicted values are based on a time series
model updated at each new sensor reading.

If z.fcn =1, the nodes opens a monitoring window andT ftime periods, sense and store the

data. At time period t+T, the node evaluate twations,Zb.fcn andza.fcn , defined as following

. B . A
= 1' if Zt+T 3 Z-? and Zafcn = 1' if Zt+T £ Z-?—)a
0, otherwise 0, otherwise

Zb.fcn , (20)

where Z{; and Z/,; are defined by the expressions (15) in and (Epectively. The functions

Z.fen ,Zb.fen and Za.fcn  play the role of thg function in the data suppression framework in [1].
To decide if a message has to be sent to the ta®msthe node uses the following encoder

function

_|Xr, if @b.fcn  Za.fen )

enc— N otherwise ’ (21)

where X is the median of th€ values read inside the post-monitoring window=t, X = X+1.
At each time period, the base station waits for themessages from the nodes and uses the
following decoding function to update its database

& Xr, If I =Xt
X = )A((t-l), if K=" (22)

In case of data suppressioh € ), the base station uses the last sent V&lug, as the

estimative for the current time period. Then, assee in equation (22), the base station stores a
seguence of median values.
VB and TS-SOUND schemes have similar encodingdaadding functions. They send only

one value to the base station.

25



5.5— On TS-SOUND'’s parameters

TS-SOUND scheme is defined by three parameterssigeof the time windows (T); the
amount of change in the expected behavior of thetared variable we want to detec) @nd how
much weight the current observation must haveerotitline updating of the distribution parameters
(.

As the length of the post-monitoring, the valud ahould be as large as the size of the clusters
of aberrant readings. On the other hand, we slubwoldse a small value for T to decrease the dedays t
detect an outlier and to update the base statiahiinge-point occurs.

As we will discuss in section 7, we do not know Hamge the clusters of aberrant readings will
be. Then, the choice of the value for T must censics-SOUND'’s performance when it is applied on
time series with clusters of aberrant readingseeeésl sizes. Then, we have to choose the valtie of
that produces the most homogeneous performancesleamng aberrant clusters of different sizes. The
experiments results in section 7 will help us tderthis choice.

On choosing the value of we should consider how large the local variatibtime series is.
For instance, a wind speed time series has a Vection larger than the local variation of an
atmospheric pressure time series (Figure 4, se6jiomherefore, the current observation in a wind
speed series should have a weight lérger than the weight of the current observaiioran
atmospheric pressure series. However, giving langsghts to the observation in the estimation of
the distribution parameters makes harder to detestobservation as an outlier. In fact, as we
will see in section 7, values far larger than 0.1 have degraded the suppression iatthe
evaluation experiments.

The value of is the probability of making a mistake: detectingon-outlier as an outlier. If we
set a small value for, we decrease this error probability. However, bvahles for make harder the
detection of change-points, especially if thesatpaiepresent a small change in the expected behavi
of the time series. On the other hand, i large, the scheme will be able to detect sthalhges, even

though false outlier alarms will rise more oftehem, the user has to define what is more impottant

26



her: capturing small changes or avoiding abereadings.

6. Evaluation Experiments

In this section, we describe a set of extensiver@xpnts to evaluate the performance of the TS-

SOUND suppression scheme.

6.1 — The data

We used real data collected by the weather stefitime University of Washington (USA)Our
goal has been to be able to evaluate the perfoeicS-SOUND scheme and compare it with other
suppression schemes considering data with diwges bf temporal behavior. Then, we have selected
time series for wind speed (nautical miles per hair temperature (F), air relative humidity (9bda
atmospheric pressure (milibars). The temporal uésal is one measurement per minute (average of
measurements at each 5 seconds). To account fmns¢aariability in the weather data, we have
chosen four different months (October'06, JanudryBpril07 and July’07). For each month, we
have selected the data of the days frofhtQL6". We have run the experiments using these 28 daily
time series (1440 readings per series) for eadbler

Figure 4 presents the typical daily time series dach variable. These time series present
different behaviors: from series with large loca@ments relative to its global variation (wind esghe

until series with small local movements relativétsaylobal variation (atmospheric pressure).

2 hitp:/Aww-k12.atmos.washington.edu/k12/grayskiesiveather.html
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FIGURE 4 - Typical daily time series used in the @luation experiments. From left to right:
wind speed (July’07); air temperature (Apri’06); air relative humidity (October06);

atmospheric pressure (April'07).

6.2 — The experiments

We have designed the experiments to evaluate ttiermpance of TS-SOUND scheme and
compare it with the performance of the followingstession schemes: value-based (VB), exponential
regression (EXP) and PAQ.

For the parameters of TS-SOUND scheme, we havbesgtlues = (0.001, 0.005, 0.01, 0.05,

0.1, 0.2, 0.3, 0.4, 0.5, 0.6)~= (0.25, 0.20, 0.15, 0.10, 0.05, 0.025, 0.01)BrU2, 4, 6, 8, 10). The

value for the thresholdr” corresponds to the percentile 108(12) of the Gaussian distribution

with mean zero and standard deviatidn. As we mentioned in section 4.2.2, we have adoptdn
the threshold foiZ{,; andc=0.05 in threshold foZ/,; . The first (100 + T) values of the time series
have composed the learning sample.

Making the TS-SOUND scheme comparable to the aheluated schemes (PAQ, EXP and
VB) is not a trivial task, since they use differeriteria to trigger their data sending. The lasigremes

use absolute value of the prediction error to @eailen the node must send data to the base station,
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whereas TS-SOUND uses the detection/classificatiayutliiers. Then, we have had to answer the
guestion: “how to choose values forand g (PAQ/EXP and VB error thresholds, respectively) so
that we make these schemes comparable to TS-SOthdine using the values chosen féit

Our solution for this problem has been to use tedigtion errors of TS-SOUND scheme to
define the values for and g . Then, after applying the TS-SOUND scheme to Himea series data

using a given value for, we have calculated the absolute prediction esdollowing
AE =|% - X[, t=12..Ns (23)

where X is the prediction value for real dagaand Ns is the size of the time series. To avoid the
influence of discrepant values, we have decidadrtmw out the 10% largest valuesAt; and define
the value for and g as the percentile 90 of tiAds values. Therefore, the maximum error of the
predictions using PAQ, EXP and VB schemes is thheepéle 90 of the prediction error of TS-
SOUND schemes. Once the range of the absolutectiederror has been equalized, the distribution
of the error within this range will be determingdthe performance of the evaluated schemes.

The values for the other parameters of PAQ and B been chosen based on the values
cited in [4] as good choices := (1.8/3.0) , Aeag=(5, 15) and=(8/15caq The learning sample size

(NLs) has been set as the first 100 observations difteeseries.

6.2.1 — Evaluating the influence of aberrant reggin

We have designed an experiment to evaluate howitigeng aberrant points are the
suppression schemes analyzed in this paper. Thariment has used using the real time series
previously described. For each time series, we Imegted aberrant values, isolated or clustered,
in randomly chosen time periods. To generate isdlaberrant readings, we have sampled 100
time periods of a given time series to be replamedn aberrant reading, preserving a minimum
interval of 11 time periods between two sequem@ditions. Then, about 10% of a time series
has been composed by aberrant points. To gendratakterrant reading at the selected time

period, we have used the interquartile range I@nekkas 1Q = R«(75) - Rix(25), where Bx(p)
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is the percentilgp of the sequential differences;|X X.4|. In a boxplot analysis [21], values
smaller than B(25) — 3x IQ or greater than &(75) + 3x 1Q are considered to be extreme
outliers. Then, to generate an aberrant readinghave addeds{gnx rangex Q) to the current
value of the candidate time period, wheamge has been randomly chosen inside the interval
[3 ; 6] andsign has been randomly chosen between -1 and +1. Aupfite boxplot’s rule and a
random value forange we have expected to decrease our influence omeheration of the
aberrant values.

In addition to isolated aberrant readings, we hgeeerated clusters with 2, 3, 4 and 5
aberrant readings. From now on, we will denote dlusters of aberrant readings algerrant
clusters To produce such clusters, we have supposed lthia¢ aberrant readings in a cluster are
generated in a same direction, as those ones pedseanFigure 1. Given the size of the cluster,
we have grouped the initial 100 aberrant readiRgs.instance, in the experiments with clusters
of 4 aberrant points, we have generated 25 clustdrs first reading of the cluster has been
inserted in the time series as in the isolated. CBs@enerate the sequential aberrant readings, we
have used the same rule to produce the first atiereading. However, thesignshave been
constrained to the sign of the first reading in thester. We have applied TS-SOUND, PAQ,
EXP and VB schemes on these modified time serieg @ parameters the values described in

the previous section.

6.2.2 — Assessing the performance of the suppressitemes

We have evaluated the performance of suppressimmss using the trade-off between two
measures: theuppression ratand theprediction error
We have adopted theedian absolute errofMAE) to measure the prediction error. The

median absolute error has been calculated as

X - %, (24)

where Ngis the size of the time series.
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We can cite some advantages of adopting MAE tcsagke prediction error instead of using
other error measures such as the mean square(E$&t). First, the absolute difference between
predicted and real values is an intuitive measoiréhfe prediction error. Second, the absolute error
preserves the original measurements units, whigesnaasier its interpretation. Finally, the medsan
more robust to the influence of discrepant values.

The suppression rate (SR) has been calculateé asaportion of suppressed data

(number of sent messagt
Nrs '

SR=1 (25)

If a scheme increases its suppression rate, wetaMgd also increases, since the node updates
the base station database less often. A suppresdimme S1 can be defined as better than other
suppression scheme S2 if, for a given value ofigired error, S1 is able to get suppression rates
larger than the suppression rates of S2.

To evaluate the robustness to aberrant readingS<&OUND scheme, we have calculated the
odds of sending data to the base station provitgdchh aberrant reading has been detected as

odd g\berram _number of detected aberrant readings tlaae caused data sendin
"N number of detected aberrant readings tizae not caused data send

(26)

A TS-SOUND scheme is considered to be robust toratiereadings if itsOdd<2er™ is smaller

than 1. Then, a suppression scheme S1 can beddafneore robust to aberrant readings than a
suppression scheme S2 if S1 has got an odds afgaetada smaller than S2's odds.

Since PAQ, EXP and VB schemes always send tieetdd outliers to the base station, their

oddg>e™" are infinite. Then, we have evaluated the robsstteaberrant readings of these schemes

by comparing their suppression rates in the timesseith and without aberrant readings. For a sbbu

scheme, this ratio is close to 1.

7. The results

In this section, we present the main results oé#tensive experiments described in the previous
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section. We start our analysis with a simple ctsgy.

7.1 — A simple case study

We have had access to the air temperature andveelaimidity data collected by three
Tmote Sky sensor nodesThey have collected data at each 30 secondsgd@8rhours. Each
sensor node has produced about 4000 readings bfvaaiable. The left side of the Figure 5
presents the time plot of the temperature dataatell by the sensor node 2.

Since these data have not enough time series tigdukin an extensive evaluation, we have
used them to perform an initial analysis. Tabledspnts the values for the performance measures
of the evaluated schemes using T=20.15,r=0.1 (TS-SOUND’s parameters) an@.8 = 15
(PAQ and EXP’s parameter). The values foand s were determined as we have described in

section 6.2.
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FIGURE 5 — Results of TS-SOUND scheme: time seripgedicted at the base station (on the

right); real air temperature data collected at thesensor node 2 (on the left).

® Thanks to the Professor Rone llidio da Silva dféssidade Presidente Antonio Carlos (Campus QgL afaiete), for making these data available.
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TABLE 1 — Results of the evaluation experiments agied to the Air Temperature (°C ) and
Relative Humidity (%) data collected by three TmoteSky sensors: suppression rate and median

absolute error (within the parenthesis).

Sensor Node 1 Sensor Node 2 Sensor Node 3
Relative Relative Relative
Temperature Temperature Temperature
Scheme Humidity Humidity Humidity
( = = ( = \g= ( = \g=
0.03°C) (= ve= 0.08°C) (= ve= 0.03°C) (= ve=
0.41 %) 0.25%) 0.17%)
TS-SOUND| 4 803 0.857 0.858 0.877 0.865 0.883
r=0.1;T=2;
(_O 15 (0.005°C)  (0.057 %)| (0.015°C) (0.040 %)| (0.010°C) (0.020 %)
PAQ 0.753 0.807 0.812 0.826 0.783 0.836
(Apac=15) | (0.014°C) (0.157 %)| (0.031°C) (0.086 %)| (0.010°C) (0.053 %)
EXP 0.893 0.816 0.825 0.829 0.789 0.846
(Apao=15) | (0.010°C) (0.146 %)| (0.028°C)  (0.082 %)| (0.009°C) (0.051 %)
VB 0.858 0.872 0.874 0.892 0.859 0.897
(0.010°C) (0.124%)| (0.020°C) (0.086 %)| (0.010°C) (0.041 %)

For both variables, TS-SOUND has got suppressites raimilar to the rates of the other
schemes, whereas its prediction error has beeresntiahn the prediction error of the other
schemes. The right side of the Figure 5 presemtgirtte series predicted at the base station when
the TS-SOUND scheme has been applied to the temperdata collected by the sensor node 2.
Comparing the real and predicted series, we hatieaabthat TS-SOUND avoids reporting the
erratic movement of the series as, for instancthdarbeginning and final parts of the time series i
the Figure 5. On one hand, TS-SOUND delays thdicaiton of fast changes such as the one
near the time period 2000. TS-SOUND classifies Iheisavior as an aberrant one until it notices
there is a change. From this moment on, it upddtesbase station more often. On the other
hand, likely clusters of aberrant readings areasgmted by few updates, as those ones near the

time period 3000.
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Since no messages can be sent to base statiog theiT S-SOUND’s monitoring window,
increasing its size (T) has increased the suppressaies. As a result, the value of the median
absolute error has also increased. The paramebas had a similar effect on the suppression
rates and prediction errors: the larger the rigazonsider an observation as an outlier, the targe
the chance of suppressing data.

On the value of, our initial experiments have pointednte0.1 as the value that produces
the best trade-off between the suppression ratetl@grediction error. This means that we
obtain the best performance for TS-SOUND when théine estimation of the new values for the
distribution parameters sets less weight to theeotirsensor reading (equations (7) to (11)).
TS-SOUND schemes usimgvalues smaller than 0.1 have produced results siemjar to the
results withr=0.1. However, increasing the valuerofip to 0.5 has degraded the suppression
rates. In fact, giving larger weights to the oba&ibn in the estimation of the distribution

parameters makes harder to detect this obsenaian outlier.

7.2 — Selecting the best value for the length of the monitogrwindow

TS-SOUND'’s strategy to distinguish a change-paiatf an aberrant reading is to use a
post-monitoring window whenever an outlier is detdc This time window works as a filter of
aberrant readings and makes TS-SOUND robust tee te®neous data. The success of this
filtering strategy is closely related to the lengththe monitoring window. We expect large
aberrant clusters require large windows to berditie However, we do not know how large the
clusters of aberrant readings will be.

In this section, we examine the results of experimevith the meteorological data of the
University of Washington to answer the followingegtion: “Considering several sizes for the
clusters of aberrant readings, which is the minimafae for the length of the monitoring window

that leads to TS-SOUND scheme with
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a) the largest robustness to aberrant readings and

b) the best trade-off between suppression rate amticios error ?”

To answer the first part of the question, we hawarsarized some of the experiments
results using plots as the ones in Figure 6. Threggnt the odds of “sending data to the base
station provided that an aberrant reading has betected” as a function of the length of the
monitoring window considering aberrant clusterseferal sizes. Figure 6 presents the results dor th
sets of time series that have got the most irrediaviors: air relative humidity and wind speed
measurements. We have looked for the smallesthidogtthe monitoring window that leads to the
most similar values for the odds among aberrawstanis of different sizes. For the wind speed time
series, the monitoring windows of length 10 andagehpresented the most similar odds. Then, the
chosen length is T=2. For the air relative humidibe length is also T=2. For air temperature and
atmospheric pressure time series, the larger tmitariag window is, the less homogeneous the odds

are. Therefore, T=2 is the chosen length.
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FIGURE 6* — Robustness to aberrant readings of TSSUND scheme according to the length
of the monitoring window (T) and the size of the abrrant clusters (CS). The other TS-

SOUND'’s parameters have been=0.15 andr=0.1.*There is an enlarged version of these figures in the

end of this document.
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Increasing the value ofdecreases the odds of “sending data to the ka&ngtrovided that an
aberrant reading has been detected”, since thetagiassify an observation as an outlier increase

We have answered the second part of the questierdngining plots as the ones in the Figure
7. They present the trade-off between suppresaienand prediction error for several lengths of the
monitoring window and considering aberrant clusfedifferent sizes. We have looked for the smallest
length for the monitoring window that leads to thest similar suppression rates and prediction £rror
among aberrant clusters of different sizes. Fodspeed and air relative humidity time series (feigu
7), we have looked for the group of symbdisvélues) that are more “clustered”. The monitoring
windows of length 6 and 4 have presented the nimdarssuppression rates and prediction errors.
Then, the chosen length is T=4. Examining theesperature and atmospheric pressure time series,
we have got the same value for T.

Since we have got different answers for the twdspaf the proposed question, we have
chosen the best value for T by examining the efiéaising the value chosen in part (a) on the
context of part (b) and vice versa. Then, we hawmined the effect of choosing T=2 on the
trade-off between suppression rate and predictitor @nd the effect of using T=4 on the odds of
“sending data to the base station provided thatbenrant reading has been detected”. In the former
case, exchanging T=4 for T=2 produces a substaintatasing in the heterogeneity of the
suppression rates and prediction errors for thed véipeed, air temperature and atmospheric
pressure time series. In the latter case, thetedfeexchanging the values of T (T=2 for T=4) is
smaller than in the former case. The worst efferst diccurred in the air relative humidity time
series (right side of Figure 6). For T=4, the odfissending data to the base station provided that
an aberrant reading has been detected” is, in meedgual to 1 when isolated aberrant readings
(CS=1) occur in the time series. However, the otliets are smaller than 1. Then, considering all
evaluated time series and sizes for aberrant csjsiee have chosen the value 4 as the best one

for the length of the monitoring window.
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FIGURE 7* — Performance of TS-SOUND scheme applietb wind speed and air relative

humidity time series. The parameters have been=0.15,r=0.1 and several values for the length
of the monitoring window (T). Each point representshe summary of the results for time series
with aberrant clusters of different sizes: 0 (no abrrant readings), 1 (isolated aberrant readings),

2, 3, 4 and 5*There is an enlarged version of these figures in tlieagthis document.

7.3 — Evaluating the schemes’ performances

In this section, we compare the performance of T&SD scheme using T= 4, selected in
previous section, with the performance of PAQ, E&Xid VB schemes.

As we have mentioned in section 6, we have usettalke-off between the suppression rate
and the prediction error of a scheme as a measuitsfperformance. We represent graphically
this trade-off for each one of the sets of metamichl time series using the scatter plots of the
figures from 8A to 8D. Each point of a scheme repnts the summary of its performance using a
different value for (0.15, 0.10, 0.05, 0.025, 0.01), in this ordelipWing the increasing of the
suppression rates. For PAQ/EXP and VB schemes,vahees for the correspondent error
thresholds and g, respectively, have been defined as describeddtion 6.2. Points closer to
the upper-left corner represent the schemes watlbéist performances. Since TS-SOUND with T=4

has got its worst results when the times seriessbéated aberrant readings (figures 6 and 7),ave h
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chosen to use this scenario to compare TS-SOUN®fermance with the performance of the other
evaluated schemes. The upper and bottom subfifjustiste which data the base station would have
if the node applied TS-SOUND and VB schemes, réispsc on the real times series in the middle
subfigure. The real times series in the middleigui#s are the original ones in Figure 4 with gatest
aberrant clusters of size 1 (isolated aberraningsd

To understand what values we should expect fopriction errors so that we could consider

them acceptable, we have used the size of the d@juehanges in the time series as a basis for

comparison. Then, we have calculated the sequebsalute differencesX, - X,_,|, in the series of

each variable and summarized the sequential chémgesero differences) using the percentiles 5 and
95. Therefore, in the air relative humidity and penature time series, 90% of the sequential changes
are within the interval [0.10 ; 1.0] % and [0.10.Q] F, respectively. In the atmospheric pressore t
series, 90% of the sequential changes are withimtarval [0.10 ; 0.40] mb. In the wind speed time
series, 90% of the sequential changes are witkeinntierval [0.10 ; 2.1] nautical miles. Analyzing
figures from 8A to 8D, we notice all evaluated snbs have got median prediction errors compatible
with the expected sequential changes in a givasafpneteorological time series. In other words, al
evaluated schemes have got acceptable errors diatimgethe real time series at base station.
TS-SOUND scheme has got its best performance irlative humidity and temperature time
series (figures 8A and 8B, respectively). In thergative humidity data, TS-SOUND has been the
scheme with the best performance for all values, eéaching the highest suppression rates and the
smallest prediction errors. For the smallest twoegof in the air temperature data and f6£0.10 ,
0.05) in the atmospheric pressure data (Figure #®€)prediction errors of the TS-SOUND and VB

are, in median, the same. However, TS-SOUND hasugigiression rates higher than VB's rates.
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FIGURE 8A. Performance of the evaluated schemes in the aelative humidity times series
with isolated aberrant readings. Legend: S for TS-SOUNDr€0.1, T = 4), V for value-
based, P for PAQ (Aaq=15) and E for EXP (Ara0=15). Each point of a scheme represents
the summary of its performance using a different value for (0.15, 0.10, 0.05, 0.025, 0.01),
in this order, following the increasing of the suppressiorrates. For PAQ/EXP and VB
schemes, the values for the correspondent error thresholds and g, respectively, have

been defined as described in section 6.2.

In the wind speed time series, which have a largal variation, TS-SOUND has increased the
prediction errors in comparison to the other sclsemeors (Figure 8D). Nevertheless, it has got a
higher increase in the suppression rates in rel&dionaximum possible increasing. As an exampie, fo

=0.15, TS-SOUND has got a median prediction erf@.& nautical miles per hour, which has been
14% larger than VB’s median prediction error. Hoarevl S-SOUND’s suppression rate has been
0.938, whereas VB has got 0.798. Then, TS-SOUNilshas got an increasing of 69% in relation to
maximum increasing in the VB rate (1 — 0.798). Fe0.10, TS-SOUND's error has been 43% larger
than VB's error but TS-SOUND’s has increased thmosession rate in 77% of the maximum possible

increasing. If we compare TS-SOUND with the PAQ BXP schemes, the gains are higher.
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In time series with small local variation, as ti@spheric pressure series, VB scheme has got
median prediction errors equal to zero, even sgppig about 77% of the readings (Figure 8C).
However, the correspondent TS-SOUND scheme hasesggol about 95% of the readings, in
median, at the cost of increasing 0.05 milibathénprediction error. Since this increasing is agrihe
5% smallest sequential changes in atmosphericypeessries, we conclude it is worth to adopt TS-
SOUND for this type of data, getting a higher seppion rate at the cost of a small increasingein th
prediction error.

On choosing the best value farwe have to consider how large the local variatiarihe series
are. Comparing figures 8C, 8A, 8B and 8D (in thiden), we conclude the larger the local variation
the larger the best value formust be. In general, for values ofarger than 0.05, the increasing in the

suppression rate does not compensate the incréaagiegprediction error.
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FIGURE 8B. Performance of the evaluated schemes in the alemperature times series
with isolated aberrant readings. The legend and other detailare in the caption of Figure
8A.
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Comparing the predicted time series to the rea$ ¢sebfigures), we notice the robustness
to the aberrant readings of TS-SOUND scheme, whev@asuffers a large influence of these
erroneous data. VB’s predicted series are sirmiathe series with aberrant readings (middle
subfigures), whereas TS-SOUND'’s predicted seriek lixe the original series, without aberrant

readings, in Figure 4.
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FIGURE 8C. Performance of the evaluated schemes in the atnpigeric pressure times
series with isolated aberrant readings. The legend and othetetails are in the caption of
Figure 8A.

PAQ and EXP schemes using the largest monitoringdevi (Arag=15) have got
suppression rates larger than the rates of thosemss using a smaller window H&=5).
Therefore, PAQ and EXP schemes having a largepoghéd evaluate the re-estimation of the
model parameters have been a better alternaties iethe prediction errors have been slightly

larger. Despite of having updated the base statiore often than the other schemes, PAQ and
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EXP schemes have not got the smallest predictioorserin other words, using these model-

based suppression schemes is not a good stratbgydataset may have aberrant readings.
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FIGURE 8D. Performance of the evaluated schemes in the vdnspeed times series with

isolated aberrant readings. The legend and other details are the caption of Figure 8A.

7.4 — Evaluating the schemes’ robustness to aberrant clusters

In this section, we compare the robustness to aiiectusters of the suppression schemes.

Since theOdd<>e"™ of PAQ, EXP and VB are infinite, we have calcuatke ratio between the

suppression rates with and without aberrant clistesuppression scheme robust to aberrant readings
should present this ratio close to 1. For a supjmrescheme that suffers the influence of aberrant
readings, this ratio is smaller than 1.

Figure 9 presents the ratios for the suppressibenses applied on atmospheric pressure and
wind speed time series. In these sets of seregwiluated schemes have suffered the largeshand t

smallest influence of aberrant clusters, respegtive
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FIGURE 9*. Influence of aberrant readings on the suppressiorrate of the evaluated
schemes applied on atmospheric pressure and wind speeaché series. Legend: S for TS-
SOUND (=0.1, T = 4, =0.15), V for value-based, P for PAQ (A=15) and E for EXP

(A=15). *There is an enlarged version of these figures in tleohis document.

The suppression rates of TS-SOUND scheme haveresgried relevant changes, whereas the
suppression rates of the other schemes have dettregpecially for PAQ and EXP schemes. This is
because the model-based prediction adopted by PAAEhemes is quite sensitive to aberrant
readings. They decrease PAQ/EXP’s suppressionfaateso reasons: the node has to send them as
detected outliers to the base station and theyedaesre-estimation (and sending) of the new model
parameters.

For VB scheme, aberrant clusters make nodes séadiodtne base station at least two times: in
the beginning and in the end of the cluster. In8igecluster, aberrant readings tend to be sitailar
each other. This reduces data sending. This capldie why the influence of aberrant readings @n th
suppression rates has been smaller for aberraérdithan for isolated aberrant readings. Clusfers

aberrant readings would tend to amortize theliaitid final data sending.
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7.4- A note on the order of the AR model

The model-driven approach is an efficient solutiordata collection in sensor networks if the
monitored variable has a well-known behavior s@blel models can be defined [1]. Then, let us
suppose that a sophisticated model is the bestseation for the expected behavior of the sensor
data. In this case, the simplicity of AR(1) modelthe TS-SOUND scheme could degrade its
performance if we compare it to the performanca stheme adopting a more sophisticated model.

To evaluate this hypothesis, we have simulated sgnies according to the AR(3) model, which
is the model that PAQ scheme uses. To generatedtiel coefficients, we have fit an AR(3) model to
the time series in Figure 4, which represents Vpicdl time series for each variable we have
considered in the experiments. For each set ofideefs, we have simulated 50 time series with0144
observations each, which corresponds to 50 day®oitoring with one reading per minute).

The simulated time series have presented diffésedmviors because the AR(3) coefficients used
in the simulations have come from series with ifi¢ behaviors (Figure 4). Since it is necessary to
analyze the schemes’ performances in groups efseftih similar behaviors, we have had to quantify
the differences between the behaviors of the sidilime series. To do this, we have defined the

Relative Lagged Differen¢®LD)) as

median (‘Xt_ Xt-l‘)

RLD — t=1+1) +2,..N ,
max( X)- mif{ X)
t=1,.N

t=1,.N

1=1,2,..N- 27)

It compares the typical (median) difference betwi#era periodd andt-I with the total range of the
values. The values of RL.Drange from O to 1. The lagndicates how local is the movement we want
to capture. Smaller the valuelpthe more localized the analysis. For instaneey#fues of RLL, for

the time series in Figure 4 are: 0.0942 (wind spe@@252 (air temperature), 0.0201 (air relative
humidity) and 0.0081 (atmospheric pressure). Thezetime series with smooth changes relative to
the total range (e.g., atmospheric pressure) bavedlues for RLL) whereas abrupt changes result in

a higher value for RLe.g., wind speed).
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After calculating the RLE for all 200 times series, we have separated themthree groups
according to their RLE value and applied TS-SOUND and PAQ schemes otintkeseries of each
group. The values for the parameters have beesathe of the experiments in section 7.4.

Figure 10 presents the summaries for the perforenahboth schemes in the three groups of
time series. Similarly to the figures of sectiof, points closer to the upper-left corner repretmnt
schemes with the best performances. As in the iexgras with real data, PAQ scheme using the
largest post-monitoring window fA;=15) have outperformed the schemes using a sntiafler
window (Apag=5).

We expected that PAQ scheme could get at leastfimederrors smaller than the errors of TS-
SOUND. However, even in a scenario clearly faverabl PAQ, the most of TS-SOUND schemes
have outperformed their correspondent PAQ schdmdise time series with smooth changes relative
to the total range (Figure 10A), all TS-SOUND scesiimave outperformed all PAQ schemes, getting
the highest suppression rates and the smallesttwaderrors. As the time series have increasei th
local variation relative to their total range (Rklihcreases), PAQ schemes have got prediction errors
closer to the errors of TS-SOUND schemes. Howdoethe first two values of, TS-SOUND has

still outperformed PAQ.

45



o
o 4
i
1o
< S
e S
S
o 8
‘C-U' o
S S A
c © A
(=]
2 M A
[ P
§ g' PP =} P
a o
o
0 4
o
[Te]
l\._
© T T T T T
1.0 1.1 1.2 1.3 1.4
Median Absolute Error
(A)0 RLD;,<0.025
o
o 4
i
0 S
o 4
o S
S
Q S
8 8] s A
g d
2 A
[}
8 AR P
g 8-
3
" e P
P PP
o
0 4
o
[Te]
~ 4
o

0.70 0.75 0.80 0.85 0.90 0.95 1.00

Median Absolute Error

(C) 0.05 RLDjx< 0.075

Suppression rate

0.80 0.85 0.90 0.95 1.00

0.75

0.70 0.75 0.80 0.85 0.90
Median Absolute Error

(B) 0.025 RLDj< 0.050

*There is an enlarged version of these figures in the

end of this document.

FIGURE 10*. Summaries for the performance of TS-SOUND and PA schemes in data
simulated according to the AR(3) model. Legend: S for TS-SCOND (r=0.1, T =4), Pand A

for PAQ with Apag = 5 and 15, respectively. Each point of a scheme represerite

summary of its performance using a different value for (0.15, 0.10, 0.05, 0.025, 0.01), in

this order, following the increasing of the suppression rate For PAQ scheme, the values

for the correspondent error thresholds, , have been defined as described in section 6.2.
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8. Discussion

Data suppression schemes are defined by an agredéelveen sensor nodes and base
station about the expected behavior for the seresaatings. To decide when the sensor nodes
may suppress their data, the schemes evaluate rékictppn error, which is the difference
between the value the sensor actually collectstiamdialue predicted according to the expected
behavior for the sensor readings. If the collectatlie fits to the expected behavior, node
suppresses its data. Otherwise, it sends date tmate station.

Since the schemes for data suppression look fagelsan the expected behavior of the sensor
data, they are sensitive to aberrant readingssiiitting these erroneous data is a waste of enrgy.

a simple suppression scheme as the Value-basefib{ihstance, an aberrant point may produce
two unnecessary messages to the base stationisThetause the scheme detects two sequential
changes of behavior: one when the aberrant readiogsr and another when the readings get
normal again.

To avoid sending aberrant readings, one can profmsese a fixed threshold: readings
smaller or greater a predefined value would beidersd as erroneous data. However, that is a
naive solution, since what would be aberrant @na period of the series might not be aberrant at
another time period. For instance, a reading o61@® at time period 200 in the atmospheric
pressure series (Figure 4) would be consideredraiierHowever, this value should not be
considered aberrant at time period 1000.

In this paper, we have proposed TS-SOUND, a scHemtemporal data suppression in
sensor networks that is robust to aberrant readiff§sSOUND considers the data collected by a
sensor node as a time series and monitors the ibetavthis series. It adopts a procedure to

detect outliers from a time series and the pogstarfassification of the detected outlier into
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change-points or aberrant readings. In the forrasecdata are sent to the base station, since it
means a change in the expected behavior of thesdees. Otherwise, data are suppressed.

Schemes for temporal data suppression proposeehsos networks literature (PAQ [4],
EXP and Value-based [1]) suppress data by comp#mm@bsolute value of the prediction error
with a fixed threshold. Using the absolute valfi¢he prediction error allows for controlling its
maximum value. However, if the random fluctuatiansund the expected value (local variations)
are larger than the threshold for the absolutereadarge amount of unnecessary data will be
sent to the base station and the suppression wdtdse small. On the other hand, if the local
variations are smaller than the threshold for theolute error, the suppression scheme will not be
able to capture changes in the expected behavitteomonitored data. Then, if the time series
has a nonstationary variance, a fixed thresholdhferabsolute prediction error will not be able to
work well during all data collection.

TS-SOUND scheme also uses an error measure toedéa@d observation is an outlier.
However, it adopts a relative error measure, coimpahe absolute error with the data variance,
which captures the random fluctuations of the dé&ts.a result, TS-SOUND is able to be
adaptable to the local variations of the time serlehe suppression rates of TS-SOUND scheme
are more robust to the size of the local variatitias the other schemes evaluated in this paper.

Besides adopting the relative prediction error, SGJND scheme tries to minimize its
sensitivity to aberrant readings using the past tlatough a moving average. Moreover, even if
an aberrant reading raises the outlier alarm, TEH$ID opens a post-monitoring window to
avoid sending this erroneous data to the basenstatiithough this post-monitoring window
introduces a delay in the data delivery, our expents have shown that a small delay (four time
periods) can deal with time series presenting abealusters of several sizes.

Using real data from several sources and presediifegent temporal behaviors, we have
run experiments to evaluate the suppression ratésSeSOUND scheme and the prediction

errors attached to them. We have used both of tmessures to quantify the performance of a
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data suppression scheme. We have also evaluat&@DUMND’s robustness to aberrant readings
and compared its performance with the performaricéAQ, EXP and VB schemes. The
evaluation experiments have shown that TS-SOUNDoOEe robust to aberrant readings than the
other schemes considered in this paper. Moreov8rSOUND has outperformed the model-
based suppression schemes (PAQ and EXP) in allateal scenarios and VB scheme in the most
of these situations.

The Value-Based is the simplest suppression schantke has got one of the best
performances in our experiments. However, we cdrali least three situations in which using
TS-SOUND would be better than using Value-Basedrseh a) when the applications is not
interested in aberrant readings; b) when the s@resents different behaviors along the time,
since VB uses a fixed error threshold and TS-SOU&Bdaptable to the local variation of the
time series; ¢) when having high suppression riatesore important than having small prediction
errors.

To define a TS-SOUND suppression scheme, the wsetdhchoose the values for three
parameters: the weight of the last sensed datan (the on-line estimation of the distribution
parameters, the length of the post-monitoring aa&t fme windows (T) and the rigor to classify
an observation as an outlier) ( As we have discussed in section 7, we have folbatthe value
of T has not to be as large as the cluster size.eQperiments have pointed out to 4 as the
smallest value for T that leads to homogeneousopednces in time series with different
behaviors and several sizes of aberrant clust@rsthe value of, our experiments have shown that
we obtain the best performance for TS-SOUND wherotirline estimation of the new values for
the distribution parameters sets less weight toctlreent sensor reading. TS-SOUND schemes
usingr=0.1 have produced the best results and valueswiller than 0.1 have got very similar

results. However, weights larger than 0.1 haveatimy the suppression rates.

49



Since the values for T and r can be constrainesbine predefined values, the network
user has to choose only the value forTo do this, it is necessary to define what isererucial:
capturing small changes (large values fpor avoid aberrant readings (small values for

The main contributions of this paper are twofolgaraposal for a data suppression scheme
that is robust to aberrant readings and the evaluatf the performance of data suppression
schemes considering not only the saved energylboittlae quality of the data collected at base

station.

9. Future Directions

Sensor networks collect spatially correlated datasich produces areas in the sensors field
that are spatially homogeneous. Our future wockudes a spatio-temporal version of the TS-
SOUND scheme having as its spatial basis the ciogtalgorithm in [22]. Instead of sending its
reports to the base station, the nodes organizastiees into clusters that explore the spatial
homogeneity of the data in the sensors field. Bessidbcalizing the most part of the
communication among the nodes, such clusters inepitoy quality of the cluster data summaries
to be sent to the base station [23].

The nodes of a sensor network are prone to failasesell as the communication between
nodes can be very noisy. Thus, a data collectiotoppl based on a suppression scheme has to
address an important question: how can we disshgsuppressed reports from nodes failures and
lack of communication between nodes and base sfat®iberstein et al. [24] have proposed
interesting alternatives to deal with this problersing Bayesian inference. We study to

incorporate the proposed solutions in the spatigpteal version of TS-SOUND scheme.
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FIGURE 7
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FIGURE 9

Atmospheric Pressure
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FIGURE 10
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FIGURE 10
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FIGURE 10
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